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Bu egitim, temel Cisco guvenlik teknolojilerinin uygulanmasi, isletilmesi ve yonetilmesi konusunda
kapsamli ve teknik bir 6grenme deneyimi sunar. Katilimcilar, gelismis siber tehditlere karsi koruma
saglayan guvenlik cézumlerini yapilandirmayi, ydnetmeyi ve sorun gidermeyi égrenir.

Program, Cisco 350-701 SCOR V1.0 sinavina hazirlik saglar ve basarili sinav sonucuCisco Certified
Specialist - Security Core sertifikasina ulasmayi destekler. Ayni zamanda CCNP Security ve CCIE
Security sertifikasyon yollarindaki core exam gereksinimini karsilamaya yoneliktir. Egitim ayrica
yeniden sertifikasyon sUrecinde kullanilabilecek 64 Continuing Education (CE) kredisi kazandirir.

Egitim kapsaminda network security, cloud security, endpoint protection, secure network access, VPN
teknolojileri, cryptography, security visibility ve enforcement gibi temel alanlar ele alinir.

Uygulamali laboratuvarlar ve gercek hayata yakin senaryolar sayesinde katilimcilar, Cisco guvenlik
cbzUmlerini yalnizca teorik olarak degil, pratik olarak da yapilandirma ve degerlendirme firsati bulur.

Onkosullar

Bu egitime katilim igcin resmi bir 6n kosul bulunmamaktadir.
Ancak katilimcilarin asagidaki konularda temel bilgi sahibi olmalari faydahdir:

Ethernet ve TCP/IP networking,
Windows isletim sistemi ydnetimi,
Cisco |I0S networking kavramlari,
Temel network security prensipleri.

Bu altyapi, CCNA seviyesindeki temel ag bilgileriyle desteklenebilir.

Kimler Katilmali

Bu egitim &zellikle asagidaki profesyoneller icin uygundur:

Security Engineers,

Network Engineers,

Network Administrators,
Network Designers,

Network Architects,

Systems Engineers,
Consulting Systems Engineers,
Technical Solutions Architects,
Cisco Integrators ve Partners,
Network Managers,

Project Managers.
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Neler Ogreneceksiniz

Bu egitimin sonunda katilimcilar:

Temel information security kavramlarini ve guvenlik stratejilerini aciklayabilecek,

TCP/IP zafiyetlerini ve bu zafiyetlerin nasil istismar edilebilecedini tanimlayabilecek,
Network application-based saldirilari ve azaltma yontemlerini aciklayabilecek,

Cisco Secure Firewall Adaptive Security Appliance (ASA) Uzerinde access control
yaplilandirabilecek,

Cisco Secure Firewall Threat Defense politikalarini uygulayabilecek ve yonetebilecek,
Cisco Secure Email Gateway ve web security dzelliklerini kullanabilecek,

Endpoint security tehditlerini ve Cisco Umbrella yeteneklerini aciklayabilecek,

802.1X authentication ve secure network access yapilandirabilecek,

VPN ve cryptographic technologies uygulayabilecek,

Site-to-site ve remote-access VPN ¢dzUmleri kurabilecek,

Network infrastructure protection mekanizmalarini agiklayabilecek ve yapilandirabilecek,
Cisco Secure Cloud Analytics ile cloud security yaklasimini anlayabilecek,
Software-Defined Networking (SDN) ve network programmability kavramlarinin guvenlikteki
rolinu aciklayabilecek.

Egitim icerigi
Network Security Technologies

Temel security concepts

Yaygin network threats

Cisco Secure Firewall ASA deployment
ASA temel yapilandirmalari

Access Control Policies

Cisco Secure Firewall Threat Defense
Threat Defense basic configuration
Intrusion Prevention

Malware Protection

File Policies

Network security policy enforcement

Content Security Technologies

Cisco Secure Email Gateway deployment
Email security configuration

Policy-based email controls

Spam, phishing ve malicious content riskleri
Cisco Secure Web Appliance

Web Security ozellikleri

Web filtering ve policy enforcement
Content security uygulama senaryolari

Endpoint Protection and Security Visibility

e Yaygin endpoint saldirilari
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Endpoint threat prevention

Cisco Secure Endpoint architecture
Cisco Secure Endpoint ozellikleri
Endpoint telemetry

Cisco Umbrella

Umbrella deployment models
Policy management

DNS-layer security yaklasimi
Security visibility

Secure Network Access and Enforcement

Cisco Secure Network Access cozUmleri
Identity-based network access

802.1X Authentication

Extensible Authentication Protocol (EAP)
EAP Methods

Endpoint ve network device authentication
802.1X operasyonlariicin cihaz yapilandirmasi
Access enforcement

VPN Technologies and Cryptographic Solutions

VPN teknolojilerine giris

Encryption yontemleri

Cryptographic concepts

Secure Site-to-Site VPNs

Cisco |0S Virtual Tunnel Interface (VTI)

IPsec VPN

Point-to-Point IPsec VPN

Cisco Secure Firewall Uzerinde IPsec yapilandirmalari
Remote Access VPN kavramlari

Secure tunnel management

Network Infrastructure Protection

Control Plane Security

Layer 2 Data Plane Controls

Layer 3 Data Plane Controls
Management Plane Security

Network infrastructure hardening
Telemetry

Network Monitoring

Security device monitoring

Guvenlik cihazlarinda visibility ve control

Cloud Security and SDN

Cloud Security riskleri

Cloud Security best practices
Cisco Secure Cloud Analytics
Cloud-based threat visibility
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Secure Cloud Analytics deployment
Software-Defined Networking (SDN)

Network Programmability

SDN'nin security operations icindeki rolu
Automation ve programmable security concepts

Sinav ve Degerlendirmeler
Bu egitim, Cisco 350-701 SCOR V1.0 sinavina hazirlik amaciyla tasarlanmistir.

Sinav:

Yaklasik 120 dakika surer,

Core Cisco Security Technologies konularini kapsar,

Basarili tamamlandiginda Cisco Certified Specialist — Security Core sertifikasina katki saglar,
CCNP Security ve CCIE Security icin gerekli core exam sartini karsilar.

Sinav Ucreti bu egitime dahil degildir ve ayrica alinabilir.

Uygulamali Ogrenme
Program boyunca katilimcilar uygulamali calismalar gerceklestirir.
Ornek hands-on calismalar:

Cisco security solutions yapilandirma,
Guvenlik sorunlarini troubleshooting etme,
Access Control Policies uygulama,

VPN ¢6zUmleri olusturma,

Endpoint protection yapilandirma,
Security threats analiz etme,

Cisco security tools kullanma,

Secure cloud environments deployment,
Network security enforcement senaryolari.

Bu yaklasim, katilimcilarin 6grendikleri guvenlik teknolojilerini gercek operasyonel ortamlarda
uygulayabilecek seviyeye gelmelerini destekler.
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