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This two-day comprehensive course, from the world renown hardware hacker Joe Grand, teaches
fundamental hardware hacking techniques and processes used to reverse engineer and defeat the
security of electronic devices.

It combines the lecture portions of Joe Grand's hardware hacking training course, while removing the
hands-on elements to provide access to a wider audience.

Prerequisites
There are no prerequisites.

Target audience

e Security consultants, red teamers & penetration testers who need to evaluate the physical security
of client systems and look for exploitable hardware vulnerabilities.

e Design & electrical engineers looking to view their products from an attacker’s perspective,
allowing them to proactively build stronger security into their schematics and PCBs.

e Technical & Senior Management overseeing product deployment or corporate risk who need a
practical understanding of how hardware flaws impact organizational security.

e GCovernment & law enforcement personnel including digital forensics experts, researchers, and
defence contractors who analyse hardware modifications or recover data fromn compromised
devices.

What You Will Learn

e Describe and understand the hardware hacking process, mindset, and purpose
e Understand useful and relevant hardware hacking techniques
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