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Overview

Official ISC2 {*training} to prepare professionals for the CISSP certification exam by reviewing all 8 CBK
domains and exam strategies.

Prerequisites

To attend this course, learners must:
e Have minimum 5 years of paid, full-time work experience
e Experience must span at least 2 CISSP domains

e Candidates without experience may take the exam as anAssociate of ISC2

Who Should Attend

e Security Consultants & Managers

e |T Directors/CISOs

System & Security Architects

Network Architects and Analysts

Any professional pursuing CISSP certification
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What You Will Learn

By the end of this {*training}, you will have gained knowledge and skills in the following areas:
e Apply security and IT concepts in real-world environments
e Align security with business goals
e Manage lifecycle asset protection
e Design and secure system architectures
e Understand and implement cryptographic solutions
e Evaluate physical and logical security requirements
e Analyze OSI network communication protocols
e Deploy identity and access models
e Plan and validate audit/test strategies

e Apply SDLC security controls

Outline

e Security and Risk Management

e Asset Security

e Security Architecture and Engineering

e Communication and Network Security

e |dentity and Access Management (IAM)
e Security Assessment and Testing

e Security Operations

e Software Development Security
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