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Overview

This {*training} enhances skills in security governance, risk management, program development, and

incident response. Globally respected, CISM validates expertise in enterprise-level information security

and compliance.

Prerequisites

No official prerequisites for course participation. However, CISM certification requires:
e Passing the exam
e Paying $50 certification application fee
e 5years experience in information security, auditing, or risk

e Agreement to ISACA Code of Ethics and CPE requirements

Who Should Attend

e |nfoSec Managers and Consultants
e Cybersecurity/Risk Managers
e Auditors, Compliance Professionals

e Governance and Strategy Professionals

What You Will Learn

By the end of this {*training}, you will have gained knowledge and skills in the following areas:
e Master principles of governance and security compliance

Apply risk management frameworks and controls

Build and manage enterprise security programs

Execute effective incident response strategies

Align programs with business goals and objectives
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Outline

e Information Security Governance (17%)
o Defining security strategies, metrics, and frameworks
o Third-party management and business alignment
e Information Risk Management & Compliance (20%)
o Risk analysis, asset valuation, controls and training
e Security Program Development & Management (33%)
o Security operations, architecture integration, KPIs

¢ Incident Management (30%)

o Response planning, BCP/DR, reporting, ethics and law
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