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Overview

Cyber Security Risk Management has been developed by and is under license from the National Cyber Security
Centre (NCSC) and is exclusively available through QA.

Identify risks.

Strengthen oversight.

Govern with confidence.

Cyber risk is a growing threat to public services — and strong leadership is critical.

The Cyber Security Risk Management course is for those overseeing or advising on cyber risk within
government or regulated environments. Delivered over two weeks, it equips professionals with the
frameworks, tools, and confidence to govern risk effectively - from early scoping to in-life assurance - using the
latest UK Government guidance.

This hands-on course helps learners strengthen cyber risk posture across departments, programmes, or
suppliers. Aligned to updated government frameworks, it provides practical insight into evaluating current
practices, identifying gaps, and embedding stronger governance.

Real-world scenarios and workplace reflection between course weeks ensure learners apply best practice
directly — building capability that drives impact across public sector systems and services.

Prerequisites

e Attendees must have at least six months’ experience in a cyber risk-related role.

e Learners will need to bring their own laptop, that is able to connect to the internet, to complete group
tasks.

Target Audience

This course is for UK government department employees only working as Cyber Security Risk Consultants and
Practitioners who are responsible for reviewing, managing, or advising on cyber risk.

What You Will Learn

Develop confidence in applying cyber risk principles across a range of scenarios
Learn to assess and improve current risk management approaches

Gain clarity on frameworks, terminology and global best practices

Enhance your ability to support risk governance and planning activities

Apply learning between course weeks to maximise impact in your role
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