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Overview

e ISMS denetimlerini gliivenle planlayin, yénetin ve raporlayin.

e ISMS programlarindan sorumlu auditor, consultant ve compliance profesyonelleri icin
tasarlanmistir.

e PECB yetkilendirmesi kapsaminda sunulan akredite egitim programidir.

Certified ISO/IEC 27001 Lead Auditor egitimi, katilimcilarin ISO/IEC 27001:2022 standardina goére
olusturulmus bir Information Security Management System (ISMS) yapisini denetlemek icin gerekli
bilgi ve uygulama becerilerini gelistirmeyi amaclar.

Program, yaygin olarak kabul edilen audit principles, procedures ve techniques Uzerine kuruludur.
Katilimcilar egitim boyunca hem internal hem de external ISMS denetimlerini planlamayi, yurdtmeyi,
raporlamayi ve takip etmeyi 6grenir.

Egitim; ISO 19011 doJrultusunda management system audit yaklasimini veISO/IEC 17021-1
kapsaminda sertifikasyon denetim sureclerini ele alir. Bdylece katilimcilar yalnizca ISO/IEC 27001
gereksinimlerini 6grenmekle kalmaz, bu gereksinimlerin bir auditor tarafindan nasil degerlendirilmesi
gerektidini de anlayabilir.

Program ayrica audit programme management, audit team leadership, musteri iletisimi, audit
evidence degerlendirmesi, nonconformity reporting ve conflict resolution gibi Lead Auditor rolu icin
kritik yetkinlikleri kapsar.

Egitim sonunda katilimcilar ISO/IEC 27001 gereksinimlerini audit baglaminda yorumlayabilecek, Stage
1ve Stage 2 denetimlerini yapilandirabilecek ve denetim sonuclarini profesyonel sekilde
raporlayabilecek seviyeye gelir.

Egitimin Faydalari

Fayda Aciklama
Derin Uzmanhk ISO 27001 denetim teknikleri ve uygulama becerisi kazandirir
Uygulamali Yaklasim Gercek denetim senaryolari ile pratik deneyim saglar
Kariyer Gelisimi Uluslararasi gecerlilige sahip “Lead Auditor” unvani kazandirir
Uyum ve Gilvenlik Kurulusun bilgi guvenligi uyum kapasitesini guclendirir

Bilginc IT Academy, PECB (Professional Evaluation and Certification Board) tarafindan resmi yetkili
egitim ortagi olarak taninmaktadir.

Bu ortaklik sayesinde katilimcilarimiza, uluslararasi gecerlilige sahip PECB sertifikali egitimler
sunuyoruz.

Yapay zeka yonetimi, bilgi guvenligi, cevre ve kalite yonetimi gibi alanlarda global standartlara uygun
uzmanlik kazanmak icin PECB onayl egitimlerimize katilabilirsiniz.

Resmi PECB partner sayfamizi géruntulemek igin:Bilging IT Academy — PECB Official Partner
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Prerequisites

Katilimcilarin:

e ISO/IEC 27001 standardi hakkinda temel bilgiye
e |SMS kavramlari hakkinda anlayisa
e Audit principles konusunda kapsamli bilgiye

sahip olmasi beklenir.

Who Should Attend

Bu egitim &zellikle asagidaki profesyoneller icin uygundur:

e |SMS certification audit gerceklestirmek veya yonetmek isteyen auditor'lar

e |nternal Auditor ve External Auditor'lar

Information Security Management System audit sUrecinde uzmanlasmak isteyen manager ve
consultant'lar

ISMS conformity sUreclerinden sorumlu profesyoneller

ISO/IEC 27001 denetimine hazirlanan technical expert'ler

Information Security Management alaninda calisan expert advisor'lar

Risk, compliance ve governance profesyonelleri

ISO/IEC 27001 audit programme yoneten kisiler

What You Will Learn

Egitimin sonunda katilimcilar:

e ISO/IEC 27001'e dayali bir ISMS'in nasil calistigini aciklayabilir

ISO/IEC 27001, ISO/IEC 27002 ve ilgili standard ve regulatory framework'ler arasindaki iliskiyi
degerlendirebilir

ISO 19011 dogrultusunda bir auditor'in rolunu aciklayabilir
Management system audit planlayabilir

Audit team yonetebilir

Audit sUrecini baslatabilir ve takip edebilir

ISO/IEC 27001 gereksinimlerini auditor perspektifinden yorumlayabilir
Stage 1ve Stage 2 audit sUreclerini yurutebilir

Audit test plan hazirlayabilir

Objective evidence degerlendirebilir

Audit findings ve nonconformity report olusturabilir

Audit report hazirlayabilir

Corrective action plan'leri degerlendirebilir

Audit follow-up sUrecini yonetebilir

Internal audit programme olusturabilir ve strdurebilir

Auditor competence degerlendirmesi yapabilir

Audit sirasinda iletisim ve conflict resolution sureclerini yonetebilir
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Outline

Gun 1: Information Security Management Systems ve ISO/IEC 27001'e Giris

ilk gtin, ISO/IEC 27001 standardinin ve ISMS yapisinin temel prensiplerine odaklanir.

Egitim Hedefleri ve Yapisi

e Programin amaci

e Egitim yapisi

e |ead Auditor roltu

e Beklenen 6grenme ciktilari

Standards ve Regulatory Frameworks

ISO/IEC 27001

ISO/IEC 27002

llgili management system standartlari
Regulatory frameworks

Standardlar arasindaki iligki

Certification Process

ISO/IEC 27001 certification lifecycle
Certification audit yaklasimi
Stage 1 audit

Stage 2 audit

Surveillance

Recertification

Information Security'nin Temel Prensipleri

Information security kavrami
Confidentiality

Integrity

Availability

Risk-based information security
Governance ve management iliskisi

Management Systems

Management system yaklasimi
Policies

Processes

Controls

Monitoring

Improvement

Information Security Management System

e |SMS amaci
e |SMS kapsami
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ISMS bilesenleri

Risk management
Performance evaluation
Continual improvement

Gln 2: Audit Principles, Preparation ve Audit'in Baslatilmasi
Fundamental Audit Concepts and Principles

Bu bolum management system audit yaklasiminin temelini ele alir.
Konular:

Audit objectives

Audit scope

Audit criteria

Audit evidence

Auditor independence
Objectivity
Confidentiality
Professional judgement

Evidence-Based Audit Approach

Katilimcilar audit conclusion olusturmak icin objektif ve dogrulanabilir kanitlarin nasil kullanilacagini
ogrenir.

Konular:

Objective evidence
Evidence reliability
Sampling
Documentation review
Interview evidence
Observation
Traceability

Audit'in Baslatiimasi
Konular:

Audit request

Audit objectives belirleme
Scope olusturma

Audit team se¢imi

Client communication

Initial documentation review
Audit feasibility degerlendirmesi

Stage 1 Audit

Stage 1 audit, kurulusun Stage 2 denetimine hazir olup olmadiginin degerlendirilmesine odaklanir.
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Konular:

ISMS documentation review
Scope validation

Context evaluation
Readiness assessment
Significant gaps

Stage 2 preparation

Stage 2 Audit Hazirhgi
Konular:

Detailed audit plan
Audit schedule

Team assignments
Sampling plan

Audit agenda

Evidence requirements

Stage 2 Audit - Part 1

Katiimcilar Stage 2 audit'in ilk uygulama asamalarini ele alir.
Gun 3: On-Site Audit Activities

Stage 2 Audit - Part 2
Bu bolum ISO/IEC 27001 requirements'in uygulamada nasil dederlendirilecedine odaklanir.
Konular:

ISMS implementation assessment
Process conformity

Control implementation
Operational evidence
Management involvement

ISMS effectiveness

Audit Sirasinda iletisim
Konular:

Opening meeting
Auditor-auditee communication
Interview techniques

Active listening

Clarification

Managing disagreements
Conflict resolution

Closing meeting preparation

Audit Procedures
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Katilimcilar farkli audit techniques kullanmayi 6grenir.
Konular:

Interviews
Documentation review
Observation

Sampling

Following audit trails
Process tracing
Evidence verification

Audit Test Plans Olusturma
Konular:

Audit objective

Test criteria

Evidence sources
Sampling

Test procedures
Expected evidence
Evaluation methodology

Audit Findings ve Nonconformity Reports
Bu bolum audit evidence'in nasil finding'e donusturulecegini ele alir.
Konular:

Conformity

Nonconformity

Objective evidence

Finding formulation
Nonconformity wording
Traceability to requirements
Audit reporting principles

Gun 4: Audit'in Kapatilmasi
Audit Documentation ve Audit Quality Review

Konular:

Working papers
Evidence records
Audit notes
Findings

Report consistency
Quality review
Document control

Audit'in Kapatilmasi
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Konular:

Closing meeting

Audit conclusions

Final audit report
Certification recommmendation
Client communication

Audit records

Auditor Tarafindan Action Plan Degerlendirmesi
Konular:

Corrective action

Root cause analysis
Action plan adequacy
Evidence of correction
Effectiveness review
Follow-up requirements

Initial Audit'in Faydalari

Bu bolum ilk certification audit'in organizasyona saglayabilecegi ciktilari ele alir.
Konular:

ISMS maturity insight

Process improvement opportunities
Risk visibility

Compliance confidence
Management awareness

Internal Audit Programme Yénetimi
Konular:

Audit programme objectives
Risk-based scheduling
Resource allocation

Auditor assignment

Audit frequency

Reporting

Follow-up

Continual improvement

Auditor Competence ve Evaluation
Konular:

e Auditor knowledge

e Audit skills

e Professional behaviour
e |Independence
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e Experience
e Performance evaluation
e Continuing development

Egitimin Kapanisi

Program sonunda temel Lead Auditor kavramlari ve sinav kapsami tekrar edilir.

Sinav ve Degerlendirme

Bu egitimle iliskili PECB Certified ISO/IEC 27001 Lead Auditor sinavi, PECB proctor platformu
Uzerinden remote proctored olarak gerceklestirilir.

Katilimcilara egitim sonrasinda sinava erismek icin bir exam voucher saglanir.

Sinav, PECB Examination and Certification Programme (ECP) gereksinimlerini karsilar.

Sinav Kapsami

Domain 1: ISMS Temel Prensipleri ve Kavramlari

e |nformation Security Management System fundamentals
e |SMS principles
e |SO/IEC 27001 concepts

Domain 2: Information Security Management System

e |SMS requirements
e Management system operation
e |nformation security management processes

Domain 3: Fundamental Audit Concepts and Principles

e Audit principles

e Evidence

e |Independence

e Objectivity

e Professional judgement

Domain 4: ISO/IEC 27001 Audit Hazirhigi

Audit planning
Scope

Objectives

Audit team

Stage 1 audit

Stage 2 preparation
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Domain 5: ISO/IEC 27001 Audit Yuritme

Stage 2 audit
Interviews

Audit procedures
Evidence gathering
Test plans

Conformity assessment

Domain 6: ISO/IEC 27001 Audit Kapatma

Findings
Nonconformities
Reporting
Corrective actions
Follow-up

Audit closure

Domain 7: ISO/IEC 27001 Audit Programme Yoénetimi

Audit programme planning
Audit scheduling

Resource management
Auditor competence
Monitoring

Continual improvement

Sinav sonugclari adaylara e-posta Uzerinden iletilir. Sonug bildirimi kesin not yerinePass / Fail seklinde
yapllir.

Sinavi basariyla tamamlayan ve ilgili sertifikasyon gereksinimlerini karsilayan adaylar,PECB Certified
ISO/IEC 27001 Lead Auditor sertifikasyon semasina basvurabilir.

Sinavda basarisiz olan adaylara, tekrar sinavina hazirlanmalarina yardimci olmak amaciyla gelisim
gereken competency domain'leri hakkinda bilgi saglanabilir.
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