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Overview

Implementing and Operating Cisco Enterprise Network Core Technologies (ENCOR) V1.0 egitimi, kurumsal
kablolu ve kablosuz aglarin yapilandirilmasi, yonetilmesi ve sorunlarinin giderilmesi icin gerekli temel ve ileri
seviye bilgi ve becerileri kazandirmayi amaclar.

Program kapsaminda katilimcilar; enterprise network mimarileri, switching, routing, wireless, guvenlik,
network services, automation ve programmability konularini ele alir. Egitim ayni zamanda SD-Access ve SD-
WAN gibi cdzumler kullanilarak overlay network tasariminin nasil gerceklestirildigini de inceler.

Katilimcilar enterprise network ortamlarinda guvenlik prensiplerini uygulamayi, ag servislerini yonetmeyi,
gelismis routing ve switching teknolojilerini yapilandirmayi ve otomasyon araclarindan yararlanmayi égrenir.

Egitim icerigine ayrica 3 glinlik self-study materyali dahildir.

Bu egitim, 350-401 Implementing Cisco Enterprise Network Core Technologies (ENCOR) sinavina hazirlik
surecini destekler. Bu sinav asagidaki sertifikasyon yollariyla iliskilidir:

e CCNP Enterprise

e CCIE Enterprise Infrastructure

o CCIE Enterprise Wireless

e Cisco Certified Specialist — Enterprise Core
Prerequisites

Katilimcilarin asagidaki konularda temel bilgi ve deneyime sahip olmasi énerilir:

e Enterprise LAN network'lerinin uygulanmasi
e Enterprise routing ve wireless connectivity konusunda temel bilgi
e Python scripting hakkinda temel anlayis

Who Should Attend

Bu egitim ozellikle asagidaki roller icin uygundur:

Orta seviye Network Engineer'lar
Network Administrator'lar
Network Support Technician'lar
Help Desk Technician'lar
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What You Will Learn

Egitimi tamamlayan katilimcilar:

e Access, distribution ve core layer yapisini kullanarak hierarchical network design modelini ve mimarisini
aciklayabilecek,

e Farkli hardware ve software switching mekanizmalarini karsilastirabilecek,

TCAM ve CAM yapllarini ve process switching, fast switching ile Cisco Express Forwarding kavramlarini

aciklayabilecek,

VLAN ve trunking kullanarak Layer 2 connectivity sorunlarini giderebilecek,

Spanning Tree Protocol kullanarak redundant switched network'ler olusturabilecek,

EtherChannel link aggregation sorunlarini teshis edebilecek,

EIGRP ozelliklerini, metric yapisini ve path selection mantigini aciklayabilecek,

IPv4 ve IPV6 icin OSPFV2 ve OSPFV3 uygulayip optimize edebilecek,

OSPF adjacency, packet type, area, summarization ve route filtering konularini ele alabilecek,

EBGP interdomain routing uygulayabilecek ve single-homed ile dual-homed network yapilarinda path

selection gerceklestirebilecek,

HSRP ve VRRP gibi protokollerle network redundancy saglayabilecek,

Static ve dynamic NAT kullanarak enterprise internet connectivity yapilandirabilecek,

Server, switch ve network device virtualization teknolojilerini aciklayabilecek,

VRF, GRE, VPN ve LISP gibi overlay teknolojilerini uygulayabilecek,

Wireless networking bilesenlerini, RF ve antenna &ézelliklerini ve wireless standard'lari aciklayabilecek,

Autonomous AP ve cloud-based deployment modellerini Cisco WLC mimarisi baglaminda

degerlendirebilecek,

Wireless roaming ve location services kavramlarini aciklayabilecek,

AP'lerin WLC ile nasil haberlestigini ve merkezi ydnetimin nasil saglandigini anlayabilecek,

WLC Uzerinde EAP, WebAuth ve PSK authentication yapilandirip dogrulayabilecek,

Wireless client connectivity sorunlarini farkli troubleshooting araclariyla inceleyebilecek,

NTP, SNMP, Cisco I0S IP SLA, NetFlow ve Cisco |IOS Embedded Event Manager gibi servislerle enterprise

network troubleshooting gerceklestirebilecek,

Show ve debug komutlari dahil network analysis ve troubleshooting araclarini kullanabilecek,

e CLI, RBAC, ACL ve SSH kullanarak Cisco IOS cihazlarina gUvenli administrative access yapilandirabilecek,

e Telnet ve HTTP gibi daha az guvenli servisleri sinirlandirmaya ydnelik device hardening yaklasimlarini
anlayabilecek,

o AAA ve local database kullanarak scalable administration uygulayabilecek,

e Enterprise network security architecture bilesenlerini aciklayabilecek,

e VPN, content security, logging, endpoint security ve personal firewall gibi guvenlik bilesenlerini
degerlendirebilecek,

e Cisco DNA Center Assurance'in Intent-Based Networking kapsamindaki rolUnu aciklayabilecek,

e Cisco SD-Access ¢cozUmUnuUn node, fabric control plane, data plane ve VXLAN gateway bilesenlerini
anlayabilecek,

e Cisco SD-WAN ¢6zUmunun orchestration, management, control ve data plane yapilarini aciklayabilecek,

IGMP v2/v3, PIM dense mode, PIM sparse mode ve rendezvous point gibi multicast kavramlarini

aciklayabilecek,

Enterprise network'lerde QoS gereksinimini ve temel ozelliklerini degerlendirebilecek,

Python script'lerinde temel bilesenleri ve kosullu yapilari kullanabilecek,

NETCONF ve RESTCONF gibi network programmability protokollerini aciklayabilecek,

Cisco DNA Center ve vManage APl'lerini temel dUzeyde anlayabilecektir.

Outline
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1. Cisco Enterprise Network Architecture

e Cisco enterprise network architecture yapisinin incelenmesi
e Access, distribution ve core layer'larin rolu
e Hierarchical network design yaklasimi

2. Cisco Switching Paths

Hardware ve software switching yontemleri
TCAM ve CAM

Process switching

Fast switching

Cisco Express Forwarding

3. Campus LAN Connectivity

VLAN yapilandirmalari
Trunking

Layer 2 connectivity

Campus LAN troubleshooting

4. Redundant Switched Topology

e Spanning Tree Protocol
e Redundant switching tasarimi
e RSTP ve MSTP yaklasimlari

5. Layer 2 Port Aggregation

e EtherChannel
e Link aggregation
e EtherChannel troubleshooting

6. EIGRP

e EIGRP temel dzellikleri
e Metrics
e Path selection

7. OSPF Uygulamasi

OSPFV2
OSPFV3
Adjacencies
Packet types
Areas

8. OSPF Optimizasyonu
e Route summarization

e Route filtering
e OSPF tuning
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e |Pv4 ve IPv6 optimizasyonu
9. EBGP

External Border Gateway Protocol
Interdomain routing

Path selection

Single-homed network yapilari
Dual-homed network yapilari

10. Network Redundancy

e HSRP
e VRRP
e Gateway redundancy

1. NAT

e Static NAT
e Dynamic NAT
e Enterprise internet connectivity

12. Virtualization Protocols and Techniques

e Server virtualization
e Switch virtualization
e Network device virtualization

13. Virtual Private Networks and Interfaces

e VRF
e GRE
e VPN
o LISP
e Overlay network teknolojileri

14. Wireless Principles

Radio Frequency

Antenna characteristics
Wireless standards
Wireless network bilesenleri

15. Wireless Deployment Options
e Autonomous Access Point deployment
o Cloud-based wireless tasarimlar

e Cisco Wireless LAN Controller architecture

16. Wireless Roaming and Location Services

e Wireless roaming
e |ocation services
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e Mobility kavramlari
17. Wireless AP Operation

AP ve WLC haberlesmesi
Software distribution
Configuration management
Centralized management

18. Wireless Client Authentication

o EAP

e WebAuth

e PSK

e WLC authentication yapilandirmalari

19. Wireless Client Connectivity Troubleshooting

o Wireless connectivity sorunlarinin analizi
e Troubleshooting araclari
e Client baglantilarinin dogrulanmasi

20. Multicast Protocols

IGMP v2/v3

PIM dense mode
PIM sparse mode
Rendezvous points

21. Quality of Service

e QoS kavramlari
e Enterprise network ortamlarinda QoS gereksinimi

22. Network Services

NTP

SNMP

Cisco IOS IP SLA

NetFlow

Cisco I0S Embedded Event Manager

23. Network Analysis Tools

Show komutlari
Debug komutlari
Network troubleshooting best practice'leri

24. Infrastructure Security
e CLI Uzerinden guvenli erisim

e RBAC
e ACL
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e SSH
e Device hardening
e Telnet ve HTTP gibi servislerin sinirlandiriimasi

25. Secure Access Control

Authentication, Authorization and Accounting
Local database

Server-based AAA

Scalable administration

26. Enterprise Network Security Architecture

VPN

Content security

Logging

Endpoint security

Personal firewall

Enterprise security bilesenleri

27. Cisco DNA Center ile Automation ve Assurance

Cisco DNA Center Assurance
Intent-Based Networking
Network visibility

Proactive monitoring
Application experience

28. Cisco SD-Access

Cisco SD-Access bilesenleri
Nodes

Fabric control plane

Data plane

VXLAN gateways

29. Cisco SD-WAN Calisma Prensipleri

Orchestration plane

Management plane

Control plane

Data plane

Cisco SD-WAN solution architecture

30. Python Programlamanin Temelleri

Temel Python bilesenleri
Conditional statements
Script yazma

Script analizi

31. Network Programmability Protocols
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o NETCONF
e RESTCONF
e Network automation yaklasimlari

32. Cisco DNA Center ve vManage APl'leri

e Cisco DNA Center APl'leri
e vManage APl'leri
e API| tabanli network yonetimi

Laboratuvar icerigi

CAM yapisinin incelenmesi

Cisco Express Forwarding analizi

VLAN ve trunk sorunlarinin giderilmesi

STP tuning ve RSTP yapilandirmasi

Multiple Spanning Tree Protocol yapilandirmasi
EtherChannel troubleshooting

Multi-area OSPF uygulamasi

OSPF tuning

OSPF optimization

OSPFV3 uygulamasi

Single-Homed EBGP yapilandirma ve dogrulama
HSRP uygulamasi

VRRP yapilandirma

NAT uygulamasi

VRF yapilandirma ve dogrulama

GRE Tunnel yapilandirma ve dogrulama

Static VTI Point-to-Point Tunnel yapilandirma
Centralized deployment Uzerinde wireless client authentication
Wireless client connectivity troubleshooting
Syslog yapilandirma

Flexible NetFlow yapilandirma ve dogrulama
Cisco IOS Embedded Event Manager yapilandirma
Ping, Traceroute ve Debug ile connectivity troubleshooting ve traffic analysis
Cisco IP SLA yapilandirma ve dogrulama
Standard ve Extended ACL yapilandirma

Control Plane Policing yapilandirma

Local ve Server-Based AAA uygulamasi

Python script yazma ve troubleshooting

Python ile JSON object ve script'lerini inceleme
SSH Uzerinden NETCONF kullanimi

Cisco |0S XE Software ile RESTCONF kullanimi

Sinav Hazirhgi

Bu egitim, 350-401 Implementing Cisco Enterprise Network Core Technologies (ENCOR) sinavina hazirlik
sUrecini desteklemek Uzere tasarlanmistir.
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Sinav asagidaki Cisco sertifikasyon yollariyla iligkilidir:

CCNP Enterprise

CCIE Enterprise Infrastructure

CCIE Enterprise Wireless

Cisco Certified Specialist — Enterprise Core
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