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Network (Ag) Temellerini Anlamak

Learn via: Classroom / Virtual Classroom / Online

Duration: 5 Giin

Overview

Network (Ag) kablolu veya kablosuz olarak birbirine bagl donanimlarin (laptop, pc, server, modem, yazici gibi) verimli bir sekilde kullaniimasini saglayan bir
yapidir. Temel ag kavramlart ile ilgili guiglii bir temele sahip olmak bilgi teknolojileri sektoriinde basaril bir kariyerin temelini olusturur.

Bu egitimin amaci gercek diinya senaryolari ile pratik yapmak ve ag becerilerini kazandirmaktir. Egitim boyunca Cisco, Juniper, ADTRAN, HP, Dell ve
Microsoft'un 6ncl teknolojileri ile adim adim uygulamali olarak veri agi temelleri tizerinden gececeksiniz. Temel ag islevleri, standartlari ve protokolleri,
TCP/IP, guvenlik, kablosuz entegrasyon ve IP lzerinden ses de dahil olmak tizere gelismis aglar hakkinda bilgi sahibi olacaksiniz.

Prerequisites

Herhangi bir 6n kosul yoktur.

Who Should Attend

Network temellerini 6grenmek isteyen BT calisanlari katilabilir.

What You Will Learn

Ag yapisi, standartlar

Ag fonksiyonlari

Mantikli adresleme

Adres Coziimleme Protokolu
Ethernet yontemi
Anahtarlama

Kullanici ve yonetici islemleri
Maskeleme

Yonlendirme

Outline
1. Network Overview

Defining a Network
Reasons to Use a Network
Network Components

End Devices

Operating Systems
Network Infrastructure
Network Types

Network Services

2. Network Functions and Standards

Generic Network Functions

Standards Organizations

Institute of Electrical and Electronics Engineers (IEEE)
Common WAN Serial Interface Standards

Internet Organizations
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® [nternet Standards Process
e OSI| Model Overview
® TCP/IP Model

3. Local Signaling Media

Serial Cabling Specifications

Media Interface Specifications

DCE and DTE Specifications
Twisted-Pair Cabling Specifications
Cable Runs

Unshielded Twisted Pair Cabling
Half-Duplex and Full-Duplex Operation
Seven Keys to Successful UTP Wiring
Fiber Optic Cabling Systems

Fiber Optic Cabling Types

Wireless Networking Systems
Wireless Network Preparation
Cellular Modem

4. Ethernet

Ethernet Overview

Network Interface Cards

Ethernet Addressing

Ethernet Standards

10 Mbps Ethernet Connectivity Options

100 Mbps Ethernet Connectivity Options

Gigabit Ethernet Overview

10 Gigabit Ethernet Connectivity Options

40 Gigabits and 100 Gigabits

Ethernet Version Il Frame Structure

Ethernet Type Field

IEEE 802.3 with 802.2 Frame Format

Captured Frame Displayed by a Protocol Analyzer
Ethernet Equipment Overview

Ethernet Ports and Connectors

Ethernet Switches

Routers

Integrating 10, 100, and 1,000 Mbps and 10 Gbps Ethernet
Ethernet Performance Issues

5. Switching

Switching Overview

Current Switch Installations

Switch Operation Overview

The Learning Process

The Flooding Process Part1

The Forwarding and Filtering Process
The Flooding Process Part 2

Switch Loop Problems

Switch Configuration

Port Security

Spanning Tree Algorithm Overview
STA Root Switch Election

STA Path Selection

Spanning Tree Timers

STA Self-Healing Ability

VLAN Overview

VLAN Configuration

VLAN Operation

VLANs on Multiple Switches
Switch Troubleshooting

6. Logical Addressing

Logical Address Overview
Binary Numbering
Converting Binary to Decimal
Converting Decimal to Binary
Conversion Practice

Dotted Decimal Notation
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Logical Address Types
Class-Based Addressing
Network-Specific Addresses
Reserved Addresses

Private Addresses

Network Masking

Classless Addressing

7. Address Resolution Protocol (ARP)

Address Resolution Overview
ARP Process

ARP Messages

ARP Cache

Duplicate MAC Addresses
Gratuitous ARP

Proxy ARP

ARP Restrictions

ARP Command

8. Network Layer Process

Logical Addressing
Network Loop Handling
Routing Decision-Making
Path Control

Multicast Management
Communication Flexibility
Multiplexing

Data Length Management
Quality of Service

Data Receipt Verification
Diagnostics

Logical Error Review

9. Subnetting

10.

Subnetting Overview
Communication Between Hosts
IP Address and Mask
Subnetting Basics
Subnet Rules

Subnetting Decisions
Four Key Addresses

Case Study

Onageristic Analysis Inc.
Masking for Subnets
Masking for Interfaces
Headquarters Addressing
East Addressing

West Addressing

WWAN Addressing

Routing

Routing Overview

Logical Segmentation

Static Links vs. Dynamic Routing
Router Configuration Overview
Routing Protocols

Routing Metrics

Routing Decisions

Routing Protocol Operation
Routing Information Protocol
RIP Routing Tables

Open Shortest Path First (OSPF)
Enhanced Interior Gateway Routing Protocol (EIGRP)
Border Gateway Protocol (BGP)

11. WAN Overview

o WAN Overview
® Telecommunications Infrastructure
® (Connection Types: PVC and SVC
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WAN Technologies

WAN Circuit-Switching

Wide Area Transmission Rates
SONET

Leased Lines

WAN Packet-Switching
Packet-Switching Networks
Metro/Carrier Ethernet

X.25 Overview

Frame Relay Overview

12. Host-to-Host Handling

Process |dentification
Application Port Numbering
Temporary Ports

Port Address Translation
Connectionless Function
Connectionless Support
Connection-Based Functions
Connection Handshake
Connection Shutdown

13. Supporting Processes

Four-Step IP Addressing Process
Domain Name System

Internet Naming Hierarchy
Top-Level Domains

Country Domains

Dynamic DNS

ICMP Overview

The ping Command

Variation Reports

14. NetBIOS and NetBEUI

A Historical Perspective
What is NetBIOS
NetBIOS Services
NetBIOS vs. NetBEUI
NetBIOS over TCP/IP
Server Message Block
SMB Security

NetBIOS Limitations
The net Commands
The nbtstat Command

15. Security

Network Security Overview
Network Security Assessment
Attack Types

Hackers and Attackers
Authentication

Enciphering

Intrusion Detection Systems
Content Filtering

Firewalls

Personal Firewalls

Packet Filters

Proxy Servers

Stateful Inspection Firewalls
Security Levels

Single-Layer Protection
Double-Layer Protection
Triple-Layer Protection
Virtual Private Networks (VPNs)
Develop a Security Plan
Vulnerability Assessment

16. User and Manager Processes

Dynamic Host Configuration Protocol
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17.

18.

19.

User and Manager Processes Overview
Terminal Emulation

File Transfer
Connection-Based File Transfer
Connectionless File Transfer
E-Mail

Sending E-Mail

Retrieving E-Mail

Web Browsing

Uniform Resource Locator
Network Management

Wireless LANs

Wireless LAN Overview
Wireless LAN Components
Wireless Design Issues
Wireless LAN Standards
IEEE 802.11b

IEEE 802.11a

IEEE 802.119g

IEEE 802.11n

Wi-Fi Alliance

Wireless Security

Basic Security Steps

Wired Equivalent Privacy
Wi-Fi Protected Access
Wi-Fi Protected Access 2
Standard Optional Solutions
Cellular Wi-Fi Router

Instant Communications

Instant Messaging Overview
Integrated Communications
Presence Awareness

Security Issues
Sarbanes-Oxley (SOX) Act
Standards

SIMPLE

XMPP

Short Message Service

SMS Center

Enhanced Messaging Service
Multimedia Messaging Service
Potential Future

Networking Advances

Internet Protocol Version 6 (IPv6)
IPv6 Addressing

Internet2

What is Unified Communications
UC Components

Unified Messaging

Presence

Web Conferencing

Voice over Internet Protocol (VolP)
Voice over IP

Uses for VolP

Why VolP Instead of Traditional Voice
IPTV

Streaming

Protocol Decisions
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