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Overview

In this course, you learn how to administer NetApp® ONTAP® 9 data management software-
integrated security and compliance features. You learn how to create a secure IT environment
according to Zero Trust principals such as “least privilege access” and “encrypt everything.” You also
administer, configure, and manage the integrated data security and compliance features in ONTAP 9,
which include data retention with SnaplLock software and data integrity with autonomous
ransomware protection.

Prerequisites

The 3 day OT-CLU-A - Cluster Administration class is required

What You Will Learn

- Secure an ONTAP based storage system according to Zero Trust principles
- Apply least privilege access control to ONTAP administrators and users

- Secure data in flight

- Secure data at rest

- Enforce compliance with data privacy and retention regulations

- Secure access to data by NAS protocols

- Protect data from corruption by ransomware or malware
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