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Overview

Bu egitim, BT gUvenlik profesyonellerinin Microsoft Azure ortamlarinda gelismis glvenlik kontrollerini
uygulayabilmeleri, guvenlik agiklarini ydnetebilmeleri ve kurumsal guvenlik durusunu
guclendirebilmeleri icin tasarlanmistir.

Bu egitim; Identity and Access Management (IAM), Microsoft Entra ID, Platform Protection, Azure
Network Security, Microsoft Defender for Cloud, Security Operations, Data Protection, Encryption
ve Application Security konularini kapsamaktadir.

Katilimcilar modern Azure guvenlik mimarilerini uygulamay, tehditleri tespit etmeyi ve guvenlik
operasyonlarini ydnetmeyi 6grenirler.

Bu editim, Microsoft Certified: Azure Security Engineer Associate (AZ-500) sertifikasyon sinavina
hazirlik saglar.

Katilimcilar Azure guvenligi, erisim yonetimi, tehdit korumasi ve guvenlik operasyonlari alanlarinda
uzmanlk kazanirlar.

Azure guvenligi alaninda kariyer gelistirmek isteyen profesyoneller icin en dénemli Microsoft guvenlik
egitimlerinden biridir.

Prerequisites

Katilimcilarin asagidaki bilgi ve deneyime sahip olmasi 6nerilir:

e Microsoft Azure Administrator deneyimi

e Tercihen AZ-104 bilgisi veya sertifikasi

e Azure is yuklerinin guvenligini saglama konusunda en az 1yillik deneyim
e Temel ag guvenligi ve kimlik yonetimi bilgisi

Who Should Attend

Bu egitim asagidaki profesyoneller icin uygundur:

Azure Security Engineer

Cloud Security Engineer

Cyber Security Specialist

Security Administrator

Security Analyst

SOC Analyst

Azure Administrator

Cloud Infrastructure Engineer

Microsoft Azure guvenliginden sorumlu BT profesyonelleri
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What You Will Learn

Bu egitim sonunda asagidaki konularda bilgi ve beceri kazanmis olacaksiniz:

Microsoft Entra ID yapilandirabilecek,

Azure ortamlarinda guvenli erisim yonetimi uygulayabilecek,
Privileged Identity Management (PIM) kullanabilecek,

Azure ag ve platform guvenligini yapilandirabilecek,

Microsoft Defender for Cloud kullanarak tehditleri izleyebilecek,
Guvenlik olaylarini analiz edip mudahale edebilecek,

Azure veri guvenligi ve sifreleme ¢cozUmlerini uygulayabilecek,
Guvenlik yonetisimi ve uyumluluk gereksinimlerini yonetebilecektir.

Outline

1. Identity and Access Management
Identity and Access Management (IAM)
Azure ortamlarinda kimlik ve erisim yonetimi sUreclerinin yapilandirilmasi.

Konular

Microsoft Entra ID

Azure Kimlik Yonetimi

Kullanici ve Grup Yonetimi
Authentication

Authorization

Conditional Access

Multi-Factor Authentication (MFA)

Privileged Identity Management (PIM)

Ayricalikl erisim yonetimi
Just-in-Time Access

Role Management

Risk azaltma stratejileri

2. Platform Protection

Azure Platform Security

Azure altyapisinin guvenligini saglamak icin kullanilan platform guvenlik kontrolleri.
Konular

Cloud Security Fundamentals

Azure Security Architecture

Azure Subscription Security
Resource Security

https://bilginc.com/tr/egitim/secure-cloud-resources-with-microsoft-security-technologies-az-500-813-egitimi/ 2/4


mailto:info@bilginc.com
https://bilginc.com

Bl GINC

Secure Cloud Resources with IT Academy
Microsoft Security Technologies (AZ- blfg@b'gmm
500) Egitimi '
Sure: 4 GUn

e Security Baselines

Azure Network Security

Network Security Groups (NSG)
Azure Firewall

Azure DDoS Protection

Private Endpoints

Virtual Network Security

Host Protection

VM Security

Endpoint Protection
Secure Configuration
Hardening Techniques

3. Security Operations
Security Operations and Threat Protection
Kurumsal guvenlik operasyonlarinin yonetimi ve tehdit tespiti.
Microsoft Defender for Cloud
e Defender for Cloud yapilandirmasi
e Secure Score
e Security Recommendations
e Compliance Dashboard
Security Monitoring
e Security Alerts
e |ncident Response
e Threat Detection
e Security Analytics
Security Baselines
e GuUvenlik standartlarinin olusturulmasi
e Surekli guvenlik degerlendirmesi
e Guvenlik aciklarinin giderilmesi
4. Data and Application Security

Data Protection and Application Security

Azure ortamlarinda veri ve uygulama guvenliginin saglanmasi.

Data Protection

e Azure Data Security
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Data Encryption
Encryption at Rest
Encryption in Transit
Key Management

Azure Storage Security

e Secure Storage Configuration
e Access Control

e Data Classification

e Data Protection Policies

Application Security

e Azure Application Security
e Secure Application Design
e Endpoint Security

e Application Access Control

Azure Guvenlik En lyi Uygulamalari

Azure Security Best Practices

Zero Trust Security

Least Privilege Access
Security Governance
Compliance Management
Security Monitoring
Threat Protection
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