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Overview

The ISO/IEC 27002 Lead Manager course provides comprehensive knowledge on implementing and
managing information security controls based on ISO/IEC 27002.

This program equips participants with the skills to interpret and apply ISO/IEC 27002 controls within an
organizational context, ensuring effective risk treatment and security governance.

Upon completion, candidates can take the PECB Certified ISO/IEC 27002 Lead Manager exam to earn a
globally recognized certification.

Why Choose This Course?

e Gain hands-on skills in implementing security controls
e Earn a globally recognized PECB certification
e Strengthen your expertise in information security governance

Bilginc IT Academy is arecognized official training partner of PECB (Professional Evaluation and
Certification Board).

Through this partnership, we deliverglobally accredited PECB-certified training programs, enabling
professionals to gain international recognition and practical expertise in areas such as Artificial
Intelligence Management, Information Security, Environmental, and Quality Management Systems.
Visit our official PECB partner page here:Bilging IT Academy — PECB Official Partner

Prerequisites

Fundamental knowledge of ISO/IEC 27002 and information security controls is recommended.

Who Should Attend

e |Information Security Managers and Consultants
e ISMS Implementation and Audit Teams
e |T and Cybersecurity Professionals

e Compliance and Risk Management Specialists
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What You Will Learn

Understand the core principles of information security, cybersecurity, and privacy
Identify the relationship between ISO/IEC 27001 and 27002

Implement and manage ISO/IEC 27002 controls effectively

Measure and monitor security control performance

Prepare for PECB certification and lead information security initiatives

Outline

Day 1: Introduction to ISO/IEC 27002

Day 2: Roles, Responsibilities, People and Physical Controls
Day 3: Assets, Access Controls and Network Protection
Day 4: Incident Management, Testing and Monitoring
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